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(Information Security Management)
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(Computing System Control Room)
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(User Access Management)
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(User Responsibilities)
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(Network Access Control)
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ulavsuasinujuRtunssnmanuiupsaendoiiuansaume nsadavi W oa



49Ul o N3AUANNITUNAITEUUUHURNTS

(Operating System Access Control)

Y 3

o. WnUTEan
W alv g aulasunsudamid i wazausuiageulunisldssuuug uanig saumns
audilanaensuduifinuesiunsinsn suazidunsdestunsneinsuazdoyaveantisnu

lanudu anugnasiaziianunieulinuegiaue

b, Maruuatumsunsufiaiamadnldeuiituasasnds

.0. flirumsimuasiariiulunsifouedoneuinmesisuiinvey

. {ldruassamsldaiulsunsunueuntiiae (Screen saver) diaviinisdoautiinonm
dlolsifinsliou ndsmnifudesesmsldugliusnsdeddsviain (Password) itedldy

oo, AounslissuuUfoRnisiedld User ua Password ynasa

.e. Jldnulimseyanlidulidedld (Username) wagsianinu (Password) vasmilunisid
THnueSesneufalnosvomisnusiuiy

b.¢. flfnumshmsasiufinesn (Logout) fiuiidladnidumielsiaginthaeidunauu

a. Mssryuasdududinuvasglian (User Identification and Authentication)

me. flinudowhnisiigadfaunnasseuldssuumelulodarsaune etosiuglaifans
Waldsuszuuwmalulagdarsauine vinn1sssywavduduiinuves Waouddynn vie
WnanuRanan flfnuudsdigauaszuurinisunle

mlo. flfruiifudmestiydliving (Account) deadufuiiaveulunasi q Suanfstuain
sl BElHUIN3 (Account) veuiAdasnafinesuazsruuIIaty Buudasfigatlsimaideme
duAnnmsnseyhvesby

.. HlFsmazdoafuinniydiliving (Account) Biflumnudunasiudamesoyanady
vhaleu $1vie iesneuanlvigau Taglsllésueygmanngtsdutym

a.c. Jlduazdesasduiind (Login) lagldUndgliuinig (Account) vesnuias uazyin1sas
ufinean (Logout) nnada Weduganislinumievganislinudaasm
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A15auwmA

(Application Information Access Control)

[

s
o. WYUITEIR
WanmuaNInsnIsAIvANyAnad bildaugiadifsssuuansaunavensy wasdaiu

M5YN3ARILTEUULAT 8189 YnInanTUsuN TN AR d sl sUsraed Tl azadnen Ao e
undeyanienisvianuvesszuumaluladansaumanaznisd oanslingaveinuazsinlfaiuisa
nsraeuAnaufigadaynaad it ldaussuumaluladarsaumanaznisd eaisveansy
Ieeiegnies

o, M133faNsWdsansaumea (Information Access Control)

B.0. § A UATZUY (System Administrator) # 8enIvuani1sasngldguyaaInglngvensy
mstmunliiduneulfifes adumeniaielviianssneg lunsldmumuanudniusauis
Gﬂgumauﬂﬁﬁaﬁm%’umsaﬂLﬁﬂﬁw%mﬂ%’mu WU Msaeen iemsilasuduvisunielumiigan
Dusiu

blo. {7LATFUU (System Administrator) fiaaivuadnsnsldnuszuumalulagansaume
Ay Wy ssuuaeuunedlUTLNTNUTEYNG (Application) anvaedidnnseling (e-mail)
seuutA3avneliansy (Wireless LAN) ssuudumnesiin (ntemet) tdudu Inedaslidnsianie
nsufohnulundiuasdedlésuammufiureuandseiutyrilumednuaisnes susiemunu
avdisnanetsainiane

o.on. )9 ULATEUU (System Administrator) A8euin139AN158NSn15lduszuukagsian1u
vosynanserolull

) fMnuan1siUa suulasuaznisenidnswan1u (Password) 1 egldauszuvaioen
MINUINAILS viTeeniEnn1slda

©) dawpustianiiu (Password) Fansmliiudlduinisseisnisiivasnds aasvwanides
msliyaraduvionisdiaamnedidnnseding (e-mail) filsifinstosulunsdesiasiou
(Password)

) Mualigliusnsnevudunislasusian (Password)

@ fmualig ldauliduiinuseiiiusianiu (Password) Hlussuupeuiiumeslugluuy
filailftesiunsdiis

& twmnderldviosiadldnudodidiiy

o) lunsdifanudndudodians fastuldeuidansaean fldvuduasdesldsy
AUWuYaukazauliAn UiAu Ty Inefinsimunszesiainisldausasseiy
nslfauiuiidlesuszoznaidanaviosiuaindiumis uazfinisimundnsfiaud
Iosuindhislateseaulalathe uagdesimualvsiagltausisnsiadidaunuund
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o.€ {AlATEUV (Systemn Administrator) #osuimsdnmamsidfedeyaniudssianduaudy
Tunmsmuaunisidifsdeyandazdssamduanuduisnadifdaensuasnisdifsussvony
suddEnshameteyausazssinndunudy futelud
) #osmuaunmadidseyaurasUssinnduanuduianisidrfslansuarnisdids
FUSTUUIU
©) Fosimuns1ederld (Usemame) uazsian1u (Password) 1t aldlun1smsiaaey
fhauassveslitoyaluusazdunnudurestona
o Mvusszeznamsidnunagsyiumsldnuiuiiflenusseznandng
& N3TUdIoyad1AYNIUITUULATBY18A151TME ATTLASUNISL5WE (Encryption)
Adusmsgiuana wu SSL VPN v XML Encryption usiu
&) fvunnsdsusitainu (Password) muszeznaniiimustessesuauddauedoya
) MuanesIsinwAudiuasasndpvesdeyalunsdiitiaiesroufinmesesnuon
fufivesmisnu Wy dusiesneuiamesiunnten msdseuaraudeyaiiivedlu
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(Backup)

0. 909UszaeA

dermuadeuiRnisdisestoyauazifussuy TnediingussasAiioliauaseuunauiames
waziA3tngasaniunisdisedoya liegngnsswararusadrussuuldlunsdndnu

v. W uRunsdrsasdayauazszuunauiunes
bo KuaTzuuAuines dedaliiinsdrsewasnnasudeyanidrseaiuliogwaiaue

RV

waglilulumuuleuienisdrsesdayavensy

blo. MITATuTnNIsd1TeeteYa ( Operator logs) {auaszuunauiameiiesintdudin
Jeazdunnsdrsestoya laun nasuiuuazauan Yodd1ses vllnvesdayanvuin WWusu

Y Y
.. MITBNUTeRanaIn (Fault logging ) Hauwassuuasuiineidesisienudeianain
MNNFETRIdeyaiinTy saneisnsldudlude

e WHguaszuuAsNiinesuaunieninfin1sa1sesdeyaniidmiinaud ulidises

¥ a

Tunsdifidauassuuneuiamesiay/vsedauassuunsetieldamnsaujifaule

¢ lunsaifinudgnilunisdrsestoyasuluwmglaiaruisasniiunisessauy saila
Tdnlumsudlulymuazasunanisunledym warsenusdedsuignisaudimaluladansaume

oo WiauaszuunsuiiimesuazuassuunIevIeimuasln wazdiainisdisesdoya
AINAINNIZAN W BN an1und o7 MAudeya tnegukuunisdrsesteyadaevin
Ao nsdrsesdayanuuliiu (Full Backup) waznisdisesdeyauuudinnia (Incremental Backup)

ba  nsdisiadeyadiAglunisdisesteya (Encrypted backup) fguaszuuneuiinmes
fosinlvinisidsiateyadisesitdrdny Inenisldmealulagnisihsianunzauieesiuiilvideya
dseaunantiugnidaiue

b.e  WlguredeslfUiAineitesiunisdrsesdeya (Backup Policy) §auassuuneuiinnes
AoaUURmuTunauUUR Backup Procedure lngiasensn
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ARuasTuuANiIwmesuazguaTTUUIATaTBdaviMIdsesoyausarsIens muAURAsl
v Sy ° i ° %
378M13 doyaifesd1sas anudlunisdrsasdoya
@ | Web servers A1 configure noulazraINsilasuLlas
Toyawmeunsuuivled | o assoduani
b |Database servers A1 configure naukazvanslasuwlas
Joyalugrudeyaves o ATIRREUAM
SPUUNEAY
o | Firewall, Proxy, IPS, | A1 configure ABULAYMAINISUABULUAY
DNS, CoreSwitch Jaya Rule vosgunial | o AStsiBLADY
< |Server 3u 9 Lu A1 configure nauLarnaIN1sUasuLUas
UL Toyauudsngesdu q | o ASIseLAOY

newme n31en1snuTIngluniseasliisuuadnuuy Full Backup

HALATYUUABLTILARSABINTIVAUNANITATDITRYAMILAULEIINNITUUASH AINTI8aLLELN

Tupsestasuliugndesauysainioll

a. N3AAUTTUY

a.e lunsdifinuiigmifionnadsenudonesessuuneufiimeiuas/mioseuuindetisau iy
winvilidesdnidunisgauszuu W quaszuuasuimesuag/m3agquassuuiaiotiy
fufiunisudle senumanisudlondeuistudin uarlimenuagnansufoRnudedsuiens
audmaluladansaune viodiilasuoumnenngsnnemguimaluladansaumansiu

'
a

o Wilddeyaviualiongn (Latest Update) Nladsealivionunnumnzauitonaussuy

e MINANMLAEMIENAATURUTEUUABNTIADS NTBTEUULATEYIENTENUADN1TIAUTNIS
w3ansldaruvesd ey Iudulldnunsiuriud wdeuresieanu anuauniinisgaussuy
Juszez auninasandunisiasaduedvauysel

& nsIarkuwd lwdynranaatunisalaaulainiuaunazfanda Ne1aiin
gudayauazansaumna (IT Contingency Plan)
ulsvginganunmsdniuauun ludgmainaaunsalanuliuiusulazAeiud Aeraiaduiu

seuugudeyauazansauwme (IT Contingency Plan) dasuauningliyaainsiineivesaniunis

sasolull
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&
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(% A

<o N sUsEiiuad e dnavi lissuuiidauddnyge Andanieldarunsaldaulad
sulunaandeivanivunld

'
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<.« InhunusullefiumefeRdRdmsuseuunianud g

v a o [
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(Risk Assessment)
0. 909UszaeA

wielifiuasnislunismvaueudssasyasiumnnisainealinasennudunsUasnde

AUANTAULNA

o.uuUf RN sUszIfiuaALEss
b.0. SPUANUIABILAZIMA M Tl A ssliaennd pen UL LTI SANEBIYRANTY 1NN
Uspidiunrndedy
b.b.o stvumaluladarsaumaldsuanudone esandmiivieyaainsves
nU2897U (Human error), lisansufiames (Computer Virus), ssuuldinvndos,
Audsmenmasing, lasnssu wagnisuluggunsnlinouiames
blolo srvumaluladarsaumaldfuanudonie 1esarnismdiinieyaains

Y9INUILU (Human error)

©.o MNUATENTIUNTUSHTUAMULEEMA AN TULSIVDINANTENUTANINAUETIY

v
a

.o N5USEIUANUEL AT 9e9RUsEnaURasalUT
®) ANUTUUTIVRINANTENUMANINANMUHINTY

]

[

o) fuanAmunsedanananeliiinmansainszysutnnudulilanezintu
o) geuvisevetninetagnltlunisnelminimsnisainsey

9 Y

. MAUANINTNITINNITALEES
@) audunisnumuunund ltgranaaiunisalaulitiueunasdsNu A 01aaziin
Yuiuszuvarsaune (IT Contingency Plan)

o) FarhuwnufuRlumsUszdivaudssasinuuaninedosiuinesnsianisaudes
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(Internet Security Policy)

0. IngUTTEA

i eli g Sunsunginasiiuanisu fUalunisldaus unesidnog 1sUasadouas
\WunsdesiulailiazidanszvtnefAinfensnssidafvaduaeufiames Wy nisdstoya
Fomnuands yaddmiedsdulafiegluszuunenfinnesuiyanadusuidunissuniunsidszuy
oufiumesvesyanadulasUnfguiliszuunouiunesvesnsy gnaziurzastnuiamiegnsuniu
uliianunsavinusudnila

o, wuwasUfiRlumsldaudumesidn

bo. fauaszuumsimusdunInsdeusessuuasuiamesiiensildaudumesidn
AideudeuserusruusnmauUasnseiinsudaassiiivinduy Proxy, Firewall, IPS-DS iudu
W19 insid ouseszuuasuiame iUt e N8 u s uusd v nanud iy
wagyihnsveeyanangudmalulaBatsaume Wuaednualdns

Llo. A3 0IABUNUADTAIUYAAALALLAT DIABUTNUADTLUUNANY NOUYINTTLY DUAD
Buwesilin /Muiuuswes (Web browsen) desdinisinsslusunsudesiulida uazvinisandeding
YoeszuuUiuRnsBuUTTIWes

w.on. {1 Update Patch Uag HotFix agwasinaue lagaunsa Download patch uag
HotFix #1199 910 Microsoft web site tiawAUgymgaslng

b lunmssudddeyansuiiunasiunidumesidaazsedinisuaasulada (Virus scanning)
Inglusunsuesiulifaneumssudedeyannas

e Ji0 desluldinTorredumesidaveinsy ieniUssleviludgsfdiuduag
insdng i uled i ldmunsanguivled idanedasssuivled i dilem i dasewf Arau
wsznmnensduselivledndudesedeny (usu

oo, flfzgnimuadnilunisidifisurasdeyaniuninianusuiayeu Wedssdnsam
YB4LATENILUATANNURDAT I TBYAYRINTY

oo, JI4 dedhimeunsdoyaiidunismiusslevidiudmieteyanlimunzaunid@asssu
iateyaiavilndvsvesydurietoyaiienaneanudemelviunsy

o.c. Wudhd Wamedayad1dgiiduanuduif sadusiuvesnsud gelildusenne
st lumnents Wudumnesiin
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oo Jidliiddeyansuiaunesiidunmvesidu wazawiwduawiliinainnsadiy
inraLAunsennuUane3snsniedidnnselindui oIS nsd ulanalasinlid dunudedeides

'
a

A
gnaviiugnindendevselasuainudueny

Y Y
.00 nasnFNudumesidaasaallivinnisUaduiusiweswiotestunisnldaulae

UAAADY
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(Use of Electronic Mail)

0. InguszasA

o0 elinisfudadoyariaisargaanuiedidnnsedndvesnsy aruisaatuayy
N15UJUANIUTDINTUEIMI wagn1suSuIsuvesnsuidvinduluedngndes azain sim50
Viugnunsel TUseansnm wazUseavisna

ol islinsAndedeaslaensiu-dedoyatnasdanvanedidnnsednd dmiuynains
¥99n3y waznenu 1usnsg eglunseuveangyine sudou dids ety veensudvin

o, wuwamsUjiRlumsdeaninedidnnsednd

bo. Hauaszuudeimuadninisdnissuuaanuiedidnnseindvesnsuliinanzauiv
madldusmsvesdlissuu wagniiimnusuiasevvesildsmiainismuniudninisdldnu
osashiane Wy n1saneen Ly

bl. fALATTUUABITMUAANSURTev ol ldselnduassian udmsunsidauasusn
dieldlunsasiaaeuinuasavesdldssuvanmnedidnvseiindvesnsy

b dmdudlinelniaglafusiaiunaiausn (default password) lumsenudiszuuanning
ddnnselinduavilediniaidngszuulunsuusniuszuuagdesdinisUsdulviuasusiarulag viui
b.e. shavnediannsedndnaildsiaiiudesliusngusonanssianiueanun LaAeLans

ganulusUiuurasdydnualunuiidnustiuguy ‘X’ viie ‘o’ lunsfiuviudaziidnys

b.& Hauaszuumsivuadnuasisedlgldauldsiaiuinlaliniy o s

X2y

b5, HouaszuuAsAvualissuuIanuedidnnseindaisinisdenidvioanainninge
annsidanudlidedidlilaldnussuulusseznaimuiinmualiny o¢ Wil Wedesmsildnu
Aodesldverltuarsianudnase

wo. {L7lAIsA RN TuNTHE 1T AR AUy ARaSnludd (save password)
YBITEUVINVINEBLENNTO NG

b.c. fldmsiimavdeusianiiuegiuasndn Wy AsUdeusianIuyn m-o ey

b BT Arsszinseddunisldaanuiedidnnsednduioluliidaaudenienensy
Weazdlindns adnanusimgysedunsenangrineviseasidndasssy uarlivarmusslevinie
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sonsldeusisgluannedianvsedindvoau
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W exe .com Wusu
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b.oc. §lITlddavsedwesnmnedidnnsetindviotennuiilasuanddlusdn

b.o¢ JITliasldTonuilignimriesudaannunedidnnseindnldmnzaudoyaduen
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b.ob. lunsdindenisdsdoyanmluanudulinisssyrnudidyvesteyaadluiitesnnuny
duannsednd
w.oa. {14 AIIRTIvERUdIAvInnInedidnuselinduetnuesniunazaisdmivwiludoya
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syuUIAMIIEdnnselind
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(Terms of Use and Disclaimer)

0. ngUszasd
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on.er. UASEINASUasuuUasiogiduyunnadu (Impersonation)

Y 9

o, Thunszvinmsiiasadgmnisiinineinsvessyuu wu
) M3aA3AAYLEYNLY (Chain mail)
) N15ENIANUIETILILNIN (Spam mail)
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&) Msdanefionsunsnszanghianeuiumnes
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[

wazn1580815 (Third party access control)
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